
Cloud Migration for Digital Transformation1

WHITEPAPER

Cloud Migration for 
Digital Transformation
By Johny Morris & Qbase



Cloud Migration for Digital Transformation2

Contents

• Artificial Intelligence (AI), Machine Learning, Big Data

• Internet of Things (IoT)

Technological Transformation

Conclusion

Appropriate Data Quality is Key

03

10

04

05

• What is the Cloud?

• The Advantages

• The Disadvantages

Cloud Software 06

07

• Types of Migration

• Application Migration

Migrating to Cloud Software 07

08



Cloud Migration for Digital Transformation3

The history of IT is punctuated 
with watershed moments when a 
technological transformation is so all 
encompassing that it becomes almost 
impossible to remember what the 
pre-transformation world was like, 
even for those of us who lived  
in that world.

There was the introduction of the PC; the adoption 
of the client server paradigm; the web becoming the 
platform for a whole new industry of social networking 
app; the impact of mobile devices.  

As well as the efficiency gains, each offered a wealth of 
new data that was accessible for analysis, offering new 
insights that were previously hidden. Each created new 
opportunities to improve customer relationships, offer 
new products and develop whole new industries that 
either didn’t exist previously or were so transformed that 
they were born anew.

Each transformation follows a similar path.

First there is innovation, either in the laboratory (like 
artificial intelligence) or in the field, with engineering 
solutions to real life problems (like the world wide web).

Then there are the early adopters and adapters.  
Organisations that see potential in the new technology 
to gain commercial advantage.  Some succeed 
spectacularly, some crash and burn.  Others, through 
a Darwinian process, shine brightly for a while before 
dwindling away. 

There then comes a tipping point when the critical mass 
of good-enough applications hit the market. Aided by 
a marketing buzz; a degree of hyperbole; acceptable 
price points; perceptible commercial benefits. 

The need to get on the bus or risk being left behind 
becomes irresistible. It is only at this point that most 
of us, as individuals become aware of these changes.  
This is when machine learning and artificial intelligence 
become Siri © or Alexa©.  

Finally, the technology matures and becomes part of our 
normal lives, which we only notice when it fails.

Often, it is not a single eureka moment that delivers 
transformative change. It is the confluence of a number 
of social and technological changes that makes the 
moment possible.  Some of which have been around for 
a while.

Right now, we are at a similar critical mass phase for a 
whole bunch of technologies which, working in different 
combinations, is creating the next step change in the 
evolution of commercial technology.   

In this latest digital transformation, data, previously used 
to oil the wheels of the production of value, becomes 
the producer of value itself.  

As an organisation you may or may not wish to get 
on the bus right now.  Risk versus reward is always a 
tricky calculation. And there is a plethora of choice out 
there.  Some may have obvious advantages to your 
organisation’s current product delivery. Some offer the 
possibility of new income streams or cost reductions. 

But with any new technology comes new risks. Will it 
deliver the payback for you?  Will you back the right 
horse in the race?  When is the time to make your move? 
Too late and be left behind, too soon and you may 
be tied to tech that needs updating before you reach 
payback.

What cannot be avoided is the business transformation 
these new technologies herald. Sink or swim, your 
organisation is going to have to take the plunge.

The rest of this paper will look at five up and coming 
technologies you are probably considering adopting in 
the near future, if you haven’t done so already:

• Big Data

• Artificial Intelligence

• Machine Learning

• The Internet of Things

• Cloud Computing

However, they all rely on existing data, and we all know 
that data can be of variable quality.

Whitepaper
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Appropriate Data  
Quality is Key

If data centricity is the new nirvana, 
then we may believe that getting the 
best quality data must be critical.  

However, as one of our co-authors has indicated 
previously “No organisation needs, wants, or will pay 
for perfect quality data”1 therefore what we look for is 
“appropriate data, of the right quality, to the right place, 
at the right time” rather than perfect data.  

What is “appropriate” or “the right quality” is different 
to each technology both by type but also by their 
intended use. For each of these new technologies we 
will indicate where the right quality threshold may lie.

Artificial Intelligence (AI), Machine 
Learning, Big Data
Although they are different technologies, the use of 
these three technologies is interdependent.  This means 
that commercial products can be a mix of machine 
learning and AI, or AI and big data or all three, without 
this being clearly distinguished in the marketing 
materials.

A quick word of warning here – at times like these, 
when the potential rewards for the winners are huge, 
the multiple entrants tend to confuse the scene with 
definitions that best suit their own product offering.  
There is also a tendency for essentially the same product 
offering to be differentiated using a novel name.

We shall try to break down their meanings, but don’t be 
surprised if someone else has a different take on where 
one stops and the other starts, or if they should be 
differentiated at all.

Big Data – the world has always been a complex place 
with a lot of interactions going on of which we are aware.  
The step change was the committing of subsets of 
that knowledge to permanent storage, especially the 
transformation of paper copy to electronic.  Suddenly, 
we began to accumulate vast amounts of well-preserved 
data that not only enhanced business processes but 
could also be analysed to reflect on those processes and 
their delivery. In turn, that created whole new industries.

Come the 21st century, with the growth of web traffic 
and other commercial uses of the internet, we were 
generating exponentially larger sets of data.  Greater 
automation, and the introduction of electronic rather 
than analogue devices into engineering also provided 
vast amounts of data from processors embedded in 
telecoms, utilities, customer services (e.g. point of sale 
solutions), aerospace etc. as a biproduct of performing 
their primary function. Unfortunately, we were limited 
to the tools at our disposal to store and analyse it. We 
were throwing away huge amounts of “one use” data.

However, the cost of processors and storage was falling 
dramatically.  We had the requirement, the technology, 
and the commercial incentive to launch the era of big 
data.  This was resolved with the arrival of Apache 
Hadoop. This is software that, using large numbers of 
cheap, off the shelf processors and memory devices, 
could create extensive networks to store and analyse 
massive volumes of data at a price point that was 
commercially justifiable.  

Big data is an enabling technology. On its own it is a 
fascinating example of engineering ingenuity. To be 
useful it needs other software that can create value.  
This can be advanced analytics, which are the new array 
of statistical methods our data scientists bring to the 
party.  It can be AI.  It can be machine learning. 
Big data is agnostic of quality. It is the software that runs 
on it that determines what is the right quality threshold.

Artificial Intelligence and Machine Learning - The 
development of artificial intelligence has been a goal 
of academia since the 1950’s.  What we are seeing 
are machines that can access increasingly complex 
data sets, including in differing formats – digital, 
visual, auditory etc. to produce insights and outcomes 
previously deemed the sole province of homo sapiens 
(e.g. voice and face recognition systems).

We are not privy to what is going on in tech laboratories 
around the world, although like everyone else we catch 
glimpses of it in the popular press. However, artificial 
intelligence in commercial use is not intelligence as we 
know it in ourselves as humans.  Not even close.  It uses 
complex statistical modelling to look for patterns in data 
presented to it and infers appropriate responses by 
matching to previous patterns.

1 Morris, Johny (2020), Practical Data Migration – 
Third Edition London, BCS Learning & Development

Whitepaper
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It only does pattern recognition. It does not “know” that 
it is working on speech recognition or route planning or 
automated driving. It is not the general intelligence that 
humans have that can flip from describing a desire to 
see grandma to getting the car out of the garage and 
delivering you to her doorstep.

The data quality threshold for AI depends on its 
use.  Some, like number plate recognition, must be 
specifically accurate if we want to minimise the number 
of driving penalty tickets sent out in error.  Other uses, 
like click through marketing, can allow more leeway for 
error. A sale conversion rate of 2% may be considered 
a great success but it has wrongly targeted 98% of its 
effort.

Machine Learning – we have developed algorithms 
that can “learn” from their environment.  They do their 
learning pretty much by trial and error.  A base model of 
their problem domain (spoken language in the case of 
Alexa© and Siri©) comes with the device. By recording 
which of their inferences from inputs to outputs are 
acceptable, they can then extend and amend this base 
model to tailor a unique solution for each user.

They both rely on cloud-based AI and big data to 
complete some of the tasks you set them (like travel 
options to London today) by linking back to their 
respective parents in the cloud.  

When it comes to data quality and machine learning we 
need whole new definitions of what constitutes quality.  
There are many examples of machine learning where 
the decisions the software makes are biased in racist or 
sexist directions because of the patterns they uncover  
in the incoming data they are using for learning. 

This may give us some unwelcome insights into the 
nature of structural bias, because often the data sets 
used don’t capture race or sexual orientation, but the 
software is smart enough to pick up on other cues.  This 
is a new dimension of data quality that needs to be 
considered, because the incoming data is not “wrong” 
in our traditional understanding of bad data.

Internet of Things (IoT)
As processors have got smaller, cheaper, use less energy 
and are more sophisticated, it is now possible to interact 
directly with more devices over the internet than ever. 
Couple this with AI, machine learning and big data and 
we are seeing the possibilities of using that data for all 
kinds of commercial benefits from just in time restocking 
of buffet cars on intercity trains, to major changes in 
physical asset maintenance strategies saving millions  
of pounds.
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• Then there is Desktop as a Service (DaaS), Data 
Centre as a Service (DCaaS), Integration Platform as 
a Service (IPaaS) and a whole host of others. Pretty 
much any service that could be expected from an IT 
department, however esoteric is probably available 
somewhere as a cloud service.

The Advantages
The advantages are obvious – the economies of scale 
provide powerful computing which can be scaled up or 
down as the need arises, at prices that are a fraction of 
the cost in hardware, infrastructure, human resources, 
power and maintenance that pay for on premise data 
centres.  

Having most of your computing in the cloud also brings 
other benefits.  For instance, moving the volume of data 
around required for taking advantage of big data is 
faster if performed between data sets that are all cloud 
hosted by the same provider.

With some cloud providers promising zero or negative 
carbon emissions strategies, Cloud can also assist 
with your Environmental, Social and Governance (ESG) 
position.

Finally, the cloud is built around system interconnection.  
Whether this is your Internet of Things or your new 
working from home model, connecting to other devices 
and software is what the internet does.

6
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What is the Cloud? 
The internet gives us access to services and resources 
provided to us by third parties.  We call this provision 
collectively “The Cloud” because, just as when we post 
a letter, we do not have to know the route from post 
box to letter box, neither do we have to know how our 
requests got directed to the right service provider. The 
physical location of the hardware and software providing 
these services will also often be unknown to us.   Finally, 
we do not need to know the route the response took.  
It is all hidden by a metaphorical cloud which obscures 
this complexity and provides us with a simplified 
transactional view.

From the turn of the century onwards the diversity of 
the services on offer and their ambition has exploded:

• Software as a Service (SaaS) providers (like 
Salesforce©) started to really make their presence 
felt.  We could connect from our local machines 
to enterprise application software across the 
internet, running on servers we know not where. 
Only a very thin veneer of software is held on the 
client.  Sufficient only to connect to the service and 
manage the user interface, everything else is on the 
cloud. The software vendor takes on the burden of 
managing the hardware, software, networking etc. 
leaving the client with responsibility for configuring it 
appropriately for their business needs but very little 
software or hardware to manage themselves.

• Platform as a Service (PaaS) - providers like 
Amazon Web Services© give us access to datacentre 
technology, that could be ordered and made 
available within hours using the web and without the 
need for bricks and mortar at our end and the months 
of delay we traditionally experienced.

• Infrastructure as a Service (IaaS) – is a more 
sophisticated version of PaaS that manages the 
load balancing and creation of virtual machines. The 
descriptions of PaaS and IaaS overlap so for the rest 
of this paper I will refer to IaaS and SaaS as the two 
common ways of accessing commercial software 
over the internet, obviating the need to hold licenced 
copies of software on local servers.

Cloud Software
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The Disadvantages
There are, as always, some disadvantages.

Resilience & Confidentiality - How do you maintain 
business resilience if the cloud systems become 
unavailable for some reason?  How do you secure 
extremely sensitive information if the physical data is 
held in a different legal jurisdiction?  

Usage & Cost Management - On premise software 
is mostly a fixed cost.  On Cloud (depending on the 
deal you are on) can vary by usage.  Monitoring and 
maximising the cost-efficient usage of this resource 
creates new roles and business processes.  

Sunk Value - What about the existing investment in 
skills and software that exactly matches your current 
requirements?  There is a lot of business knowledge 
embedded in these old systems and processes. There 
are sunk costs like exiting licences that need to be 
considered. Migrating systems to new platforms is risky, 
time consuming and costly.

For one or more of these reasons, many opt for a hybrid 
model, with some on-prem systems and some cloud.

Our view is that the cloud should be the default 
destination, but consideration on a case-by-case basis 
is also recommended and should be part of your overall 
strategy. 

Your choice will be conditioned by why you are moving 
and the tyranny of the available. If the software that best 
suits your needs is only available as SaaS then that’s 
where you will end up, at least for those functions.  And 
the opposite is also true. If the software you are looking 
at is not (yet) available as a SaaS solution then you will 
have to go IaaS.

•  Office moves – really old mainframes are water 
cooled. They are literally plumbed into the building.  
They can be stable and low maintenance and 
running systems that are essential to the business.  
But can’t physically be moved.  Data Migration is 
the only option.  And there are often other old bits 
of hardware that would be risky to move. The very 
process of moving office generates an impetus 
to have a spring clean, and the Cloud is a likely 
destination.

• Twilighting – although the existing software may 
not yet be out of date and support, the exponential 
cost growth of continuing to support and upgrade 
to meet current and future functionality is onerous 
compared to using prebuilt applications, that 
integrate with your new in-cloud vision.

• Enhanced Functionality - changes to business or 
regulatory conditions means your legacy application 
no longer provides the support your business 
requires to remain competitive

• Cost Benefit - providing inhouse competency 
in supporting hardware and software internally, 
compared to outsourcing the responsibility, points 
irrefutably towards moving to the cloud.

• Pay as you go – a big benefit to the data migration 
industry.  We need a lot of machine space and power 
for short periods.  But it works for anyone that has 
noticeable peaks and troughs in their business cycles, 
daily, weekly, monthly, or annually.

• Resilience – that things breakdown is a fact of life. 
Cloud service providers have a huge capacity to 
manage outages caused by hardware or software 
failure without impacting their clients.

• Cloud based Strategic Vision includes the use of tools 
and processes that are intrinsically cloud based. 

And, of course, these are not mutually exclusive.   Often 
the burning platform provides the impetuous for making 
the leap to the new, dragging the long tail of existing 
systems that could happily live on existing platforms 
behind it.

There are multiple reasons why you may choose to 
migrate business processes to the cloud:

•  Burning platform – the application you are running 
on is out of date, out of support and sits on local 
hardware or software that is also out of date and out 
of support (or shortly will be).

•  De-mergers can also be the cause of the burning 
platform.  The applications upon which you are 
currently dependent, will not be available once the 
de-merger is complete. You must move.

Migrating to  
Cloud Software
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Application Migration
Between us we have experience of migrating enterprise 
applications to the cloud since 2012. We have worked 
with all the common enterprise applications out there 
– SAP, Salesforce, Microsoft Dynamics etc.  With the 
provisioning advantages of Cloud Software outlined 
above it is in fact easier than migrating on-site to on-site, 
but it comes with its own challenges and exacerbates 
some of the issues that are common.

Assuming you are going down the build-anew route the 
main issues are: 

•  Solution Design

•  Data Preparation

•  Project Role Clarification

•  Release Management 

•  Extract, Transform & Load (ETL)

Types of Migration 
Lift & Shift - If your burning platform issues are around 
out of date hardware or premisses but you are content 
with the current application, then you can consider Lift 
& Shift. This is where you re-platform the application on 
the cloud in pretty much the same way as you would if 
you were moving systems around in your local server 
room.  For this you would need an IaaS solution. You 
build cloud infrastructure as near as possible to your 
legacy set up onto which you backup and restore your 
current application.  

When it comes to data quality then straight lift & shift 
obviates the need to do anything.  You are carrying over 
the data, good and bad, from one side to the other. 
Although you are gaining the benefit of cloud in terms 
of infrastructure costs etc. you may not be taking full 
advantage of what the new technology has to offer.  

If you are the subject of a de-merger project, it may be 
that you can do something similar.  Between the authors 
we have experience of a number of demerger projects 
including a huge project for the Jaguar Land Rover (JLR) 
demerger from Ford Motors, they used a “clone & go” 
strategy. Systems were replicated and working copies 
created that were then migrated for JLR.  Although it 
meant that the data itself did not need to be touched, 
there were big overheads in stripping out Ford elements 
without compromising what was left, conducting the 
re-licensing contract negotiations with vendors, and 
shrinking the footprint of the migrated applications. 

Replacement systems were then rolled out to a 
timetable that suited the new, standalone organisation.

Build-Anew – even where there is a lift & shift, or a 
clone & go option available, the commonest choice 
is to seize the opportunity to start afresh with new 
software and cleansed re-structured data to go with it.  
This way you move to the cloud with the value of your 
data and processes enhanced, better suited to the new 
requirements you want to place upon them, and to the 
new opportunities that this environment provides for 
you.  

Mix ‘n Match - Migrations of the scale of JLR are 
rare, but where there is a strategic decision to move 
to the cloud, then a progressive road map is usually 
developed.  Maybe some smaller applications are 
lifted and shifted to the cloud to test the water, then 
a build-anew approach is taken with major enterprise 
applications, like the ERP, and finally there is a general 
sweep up of what is left, that are lifted and shifted to 
the cloud for future consolidation.  
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Solution Design – Nearly all new software these days is 
bought as a generic package that is then configured.  No 
package software will allow you to touch the underlying 
data structures, but SaaS software is probably the least 
flexible in terms of what you can do outside of the 
standard configuration mechanisms because they must 
support multiple clients on the same build. 

However, they all encourage an eco-system to grow 
up around them of third-party software to fill in the 
gaps. Ensure, with the assistance of your supplier, that 
your requirements are well documented and if covered 
by a portfolio of solutions, that the third-party ones 
are certified as compliant with the main SaaS before 
committing to the project.  It is important that you 
have a lead supplier to manage the integration and 
configuration of all the package solutions even where 
this is performed via the third-party vendors.

Data Preparation – Data in old systems is nearly always 
compromised and even if near perfect will need to be 
enhanced and transformed to fit the new application.  
This responsibility always falls to the client.  It is key that 
they allow enough time and resource to perform this 
function. It is often a bigger task on SaaS installations to 
empty the development version of the software and refill 
it with data so the more we get right first time the better.

Project Role Clarification – Given that there will be 2 
or more agents involved in transformation delivery, it is 
important that each has clarity on their roles.  This should 
be clearly articulated in the contract.  

The supplier provides the data specification to the client.  
The client provides data to that specification to the 
supplier who loads it.  If there is a fault when migrated 
data is used in testing, it must be clear if that was 
because the data did not match the specification or that 
the specification was wrong.

The client is responsible for determining what the  
“right and proper” data quality is, except where the new 
software has a specific requirement for data that is  
built in.  

There will also be a contract with the Cloud provider 
to be managed. If you are going down IaaS route 
this should include support for trouble shooting. Key 
performance indicators need to be in place.

Release Management – Preparing test and training data 
for SaaS software is more complicated than for software 
mounted on infrastructure that is managed by the client. 
As an example, take the case of the need for a set of one-
month overdue invoices for testing or training which will 
be reused in each training/testing cycle. 

In pre-SaaS days we could fiddle the system date so 
the same data set could be reused, or a query could 
be written to reset the dates so they stayed one month 
overdue even though the real date had moved on.  On 
a shared service like Salesforce we cannot reset dates 
or reload existing data. The data needs to be recreated 
afresh each time. The load itself needs to be started 
from the very beginning – loading fresh invoices running 
the financial software etc. before the test/training data 
can be used. This can be difficult and time consuming.  
Advice should be sort early from your supplier so you can 
make time in you plan to accommodate this activity.

Extract Transform & Load (ETL) – This is the software 
that gets data out of old systems and into new ones. 
It can be complex, a challenge to write and must be 
rigorously tested. However, provided the advice on 
Project Role Clarification above is followed, and a 
clear data specification is provided against which 
data is produced and tested, this is rarely found to be 
a major problem area.  The problems normally lie in 
role confusion and poor data specification control, but 
manifest themselves in the ETL.

Modern packaged software though is rarely built with 
the mass data take on facilities that local-platform based 
software allowed. The results can be longer load times 
than might be expected if this is a first-time experience.  
Using Infrastructure as a Service to perform the Extract 
and Transform steps will at least give you the power to 
get through those first steps as rapidly as possible.



Cloud Migration for Digital Transformation10

Whitepaper

Cloud computing is the way the market is trending. 

This follows other aspects of business support that have been outsourced.  Just like cleaning and catering, for 
few organisations is the management of technological infrastructure a core activity.  Making the move comes with 
risks and needs careful planning but ultimately allows your organisation’s technical teams to focus on value added 
activities with the data you generate rather than infrastructure support.

As we have seen, some of the “New” tech has been a long time in the hatching but it is now commercially viable 
and if you aren’t doing it then your competitors will be.  You are probably, with the commercial equivalent of Siri© 
and Alexa ©, already exposed to AI and machine learning built unnoticeably into existing services. It is now time to 
examine this technology and make conscious decisions about where value to you may lie in its adoption.

Conclusion
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We’d love to talk.

Got a question for Johny Morris? 
Get in touch.

Call: 01925 644 800
mailto:info%40qbase.net?subject=
https://www.qbase.net
Call: 01223 968 668
mailto:jmorris%40iergo.com?subject=
https://www.practicaldatamigration.org

